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Abstract 

Despite the fact that grid-connected photovoltaic (PV) systems have no moving parts, and therefore 

usually require low maintenance, they are still subject to various failures and faults. It is therefore 

required to create algorithms to facilitate the detection of possible faults occurring in PV systems as 

well as identify hazards imposed by malicious agents. Recent cyber-attacks on industrial power 

systems clearly point out the recent trend of digital battlefield. The potential damage caused by 

successful malicious act to such systems is much more severe than any other experienced by far. 

Among industrial power systems, photovoltaic based generation take a significant cut of renewable 

energy generated in the world. Malfunction of such a system may lead to harmful consequences from 

complete shutdown of a power plant unit to multiple casualties' disaster. 

A paradigm shift of PV energy conversion methodology is currently taking place by shifting from 

large centralized converters to small module-integrated decentralized converters, allowing to increase 

conversion efficiency, reduce hardware size and decrease return-of-investment time. However, if was 

found out by the authors that topologies used by module-level converters are based on replacing 

unidirectional passive semiconductors by bidirectional active semiconductors to increase efficiency 

for similar power density. In such systems, unidirectional power flow is assured by software means 

only, creating a cyber-attack opportunity in case the software is infected by malicious agents. The main 

goal of the research is therefore demonstrating that it is possible to reverse the power flow from a PV 

panel to power flow into a PV panel, imposing it to operate as a load rather than as a source by 

modifying only the software of interfacing power converters without altering the hardware, in order to 

impose physical damage such as fire to the PV panel.  
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